ABSTRACT

SIMULATION OF BLACK HOLE ATTACK
IN WIRELESS AD-HOC NETWORKS
Dokurer, Semih
M.S., Computer Engineering Department
Supervisor : Asst. Prof. Dr. Cigdem TURHAN
Co-Supervisor : Prof.Dr. Murat ERTEN
September 2006, 66 pages

A Wireless ad-hoc network is a temporary network set up by wireless mobile
computers (or nodes) moving arbitrary in the places that have no network
infrastructure. Since the nodes communicate with each other, they cooperate by
forwarding data packets to other nodes in the network. Thus the nodes find a path to
the destination node using routing protocols. However, due to security vulnerabilities
of the routing protocols, wireless ad-hoc networks are unprotected to attacks of the

malicious nodes.

One of these attacks is the Black Hole Attack against network integrity absorbing all
data packets in the network. Since the data packets do not reach the destination node

on account of this attack, data loss will occur.

There are lots of detection and defense mechanisms to eliminate the intruder that
carry out the black hole attack. In this thesis, we simulated the black hole attack in
various wireless ad-hoc network scenarios and have tried to find a response system in

simulations.
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